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Smart-blacklisting: an efficient methodology for mitigating
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Abstract: Fake block attack intends to prolong the downloading time by providing fake data to make the file block fail in
the hash check. P2P file-sharing systems are susceptible to fake block attacks, whereby malicious clients are able to make
a big impact on users’ downloading experience. An efficient methodology named Smart-blacklisting, which aims to
lessen the downloading time and bandwidth wastes interfered by the attack was proposed through using a mathematic

model, and the efficiency of this method was analyzed during a simulation experiment. The ovel approach presents 87%

downloading time and 50% bandwidth wastes compare less than those of eMule blacklisting method.
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7)  if downloadQueue.isEmpty() then

8) return null

9) endif

10) M downloadQueue 4% fileBlock.
11)  if hash Check(fileBlock) == false then
12) for all peer in downloadQueue do

13) peer.point = peer.point + 1/pw
14) if pw ==1 or peer.point > T then
15) uploadPeerList.remove(peer)
16) malPeerlList.add(peer)

17) end if

18) end for

19) c=min(c—1,1)

20) partFile =null

21) else

22) for all peer in downloadQueue do

23) peer.point =0
24) end for
25) endif

26)  downloadQueue.clear()

27) until partFile # null

28) return partFile
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